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Abstract: The diagnostics is very important. Vehicle diagnostics is necessary for the maintenance and problem solving. 
Now it is impossible to make diagnostics of the car without specialized tools and if the problem is occurring on the road 
the road assistance can’t solve the problem, because very often the problem is related to the sensors or actuators and 
they are unavailable. In the paper author proposes the method for distance diagnostics using vehicle computers, road 
“D points” and wireless technology. 
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1. INTRODUCTION 
 
The diagnostics is very important all around the world in 
the fields of technical objects and systems. Using 
diagnostics it is possible to take effective decisions for 
important works and procedures which influence on the 
working conditions of the machines. The diagnostics is 
very important also for the vehicles - for the work of their 
managing systems, their movement and etc. 
In the field of vehicle maintenance very important is an 
act of the diagnostics. Diagnostics is a complex procedure 
giving a way for detection, finding and solving technical 
problems in vehicles and their technical and managerial 
systems [3]. The worldwide practice in vehicle 
maintenance is to make a diagnostics only in the 
workshops, and if the problem is occur on the road its 
solving will be difficult and will take more time. In the 
same conditions (if the problem suddenly appears on the 
road), only the road assistance service is responsible to 
solve the problem. Information for the occurred fault is 
unknown, and the staff of the service does not have 
responsibility for the fault removing. 
The useful decision can be “road D point” - road 
Diagnostic point – point for wireless diagnostics on the 
road. The road assistance service team, which covers 
these fields of the way, will have continuous 
communication with this road “D point”. Using wireless 
technologies the communication between vehicle 
electronic control unit (ECU), road “D point” and road 
assistance team is possible, reliable, and stable. The 
describing idea is: at any moment the vehicle ECU 
module generates information for the vehicle systems 
condition – current status of the sensors and actuators and 
working of them, available faults and omissions. This 
information (from the ECU) can be sent through wireless 
network connection to the “road D point” module 
(RDPM) and the information from ECU has been 
received and stored in the RDPM. The contact center of 

the road assistance service has continuous connection 
with the RDPM-s on the road. The received information 
in RDPM has been read and the current status of the 
vehicle will be revealed. 
 

2. SYSTEMS, DIAGNOSTICS, WIRELESS 
COMMUNICATION 

 
2.1. Systems 
 

In [1] the definition for a vehicle is a machine with 
wheels and engine. Using more precise terminology the 
cars, buses and trucks are road vehicles. The road vehicles 
have different systems – mechanical, electrical, electronic 
and mechatronic. The relation between them manages the 
vehicle and facilitates the work of the driver. On the fig. 1 
is shown an exercise of electrical systems in the vehicle. 
These systems communicate between them using more 
than 2500 signals, and could be followed by more than 70 
ECU-s [5]. The signals are moving in the vehicle wire 
network through different types of bus systems: Local 
Interconnect Network (LIN), Controller Area Network 
(CAN), FlexRay, Media Oriented System Transport 
(MOST) and Bluetooth. Each bus system has its 
advantages and disadvantages. For spanning of 
automotive bus systems, usage of bridges or gateways is 
requiring. It is necessary to transfer information between 
each other. Gateways read and write all the different 
physical interfaces and manage the protocol conversion, 
error protection and message verification. Gateways also 
include sending, receiving and/or translation capabilities. 
Super gateways interconnect all existing bus systems, 
local gateways link only two different bus systems 
together. Therefore, super gateways require some kind of 
sophisticated software and plenty of computing power in 
order to accomplish all necessary protocol conversions, 
whereas local gateways realize only the hard and software 
conversion between two different bus backbones [7]. 
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Fig.1. The electrical and electronic systems in the vehicle 
 
2.2. Diagnostics 
 

Diagnostics is a process of tracing of faults by means of 
its symptoms, analysing test results and/or applying 
knowledges [3]. 
Problem finding process in condition of fault availability 
in automobile memories is easy, if the person who makes 
diagnostics has enough knowledge (the understanding of 
a system that is required to diagnose faults). The 
knowledge can be dividing in two main parts: the first one 
is the understanding of the system in which the problem 
exists and second one is the ability to apply a logical 
diagnostic routine. It is also important to be clear about 
two definitions: 
symptom - what the user/operator/repairer of the system 
(vehicle or whatever) notices; 
fault - the error in the system that causes the symptom. 
Diagnostic report is a standard format for presentation of 
results after checking of systems and their parts. 
About diagnostics an important note is that the general 
principles or techniques can be and also must be applied 
to any systems [2]. As far as heavy or light vehicles are 
concerned then this is definitely the case. As discussed 
earlier, there is a need for knowledge of the particular 
system, but diagnostic skills are transferable. 
 

2.3.  Wireless communications  
 

The communications through wireless networks are useful 
in the contemporary aspect. They have more advantages 
and their usage is worldwide. Also wireless technology 
remains the most exciting area in telecommunications and 
networking, thanks to its continuous and very fast 
evolution. The wireless communications suggest more 
possibilities to change the landscape of communications. 
The development of cars with digital services creates the 
need for local communication between objects. 
Gateways integrate wireless access (Wi-Fi, Bluetooth, 
etc.) to provide easily installable services. 
Most of the objects will have access to several interfaces 
of communications (GPRS, Wi-Fi, Bluetooth) in order to 
be able to combine the services offered on every domain. 
The next step is the “always best connected” concept, 
assuming that a single object could discover the favorite 
network and use it transparently for the service required at 
any time and in any location. 
The specific applications require new networks that can 
efficiently discover and communicate with transient 
neighbours – sensors, actuators and etc. The sensors, 
captors, and actuators will surround us and the assistants 
should be able to get the information across in time to 

provide useful enhanced services. Many of those tiny 
objects will have at their disposal very low energy 
capacity, and the choice for the optimal system design is 
still an open issue [4]. 
 
3. GENERAL SCHEME FOR WEB BASED 

VEHICLE DIANOSTICS  
 
As it is already known the diagnostics is a very important 
act for the road vehicles (passengers, heavy duty and not 
only). It is known also that the information from the 
managing systems in the vehicle flows through a different 
buses. This information is processes in the system ECU’s 
and it is stored in the memory. For the needs of this 
research we need only the fault memory (see on fig. 2). 
 

 
 

Fig.2. Relations between elements of a vehicle electronic 
system 

 
The informational data flows which manage the systems 
and make relations between them give current status 
(information about) the condition of the systems and their 
parts. If in the system (or in its parts – sensors, actuators 
or control units) a problem exists, this fault will be 
occurred and it will be stored in the fault memory 
contained information for the problem (malfunction or 
defect). The normal work conditions in the system will be 
impaired and the yellow “check” lamp on the dashboard 
will light on. 
If the driver of the vehicle doesn’t have enough 
knowledge about the vehicle and the vehicle systems, the 
driver’s reaction will be spontaneous and it can be a 
reason for an occurrence of vehicle crash accident. 
The so called “yellow lights” –as known “Check engine” 
“ABS”, “Cruise control”, “low tire pressure” and etc. (see 
on fig.3) are warning lights which meanings 
approximately are “drive the vehicle to the nearest 
workstation”. It is possible to make diagnostics using 
specialized tools instruments and the reasons for the 
problem to be found and the problem to be solved. 
 

 
 

Fig.3. A few “yellow” warning lights on the dashboard 
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In the same way of meanings after fault occurrence is 
possible to lights on a red warning light (fig.4). If red 
light lights on it, it means that it is necessary to stop the 
engine and/or vehicle and to call road assistance team. 
 

 
 

Fig.4. A few “red” warning lights on the dashboard 
 

In both situations the information which is necessary 
about vehicle conditions is very important: 
 – if the “yellow” light lights, the team will have enough 
time for preparation for the repair in the same time of 
vehicle movement to the workshop station; 
 – if the “red” light lights the team will have enough 
information for the problem and for the necessary spare 
parts and the team will be ready for the problem solving 
on the road. 
The common idea proposed in the paper is: after fault in a 
vehicle system in the ECU fault memory is detected, all 
data for this malfunction will be stored. In the vehicle 
ECU it will generate file with these data using XML and 
the file with fault information will be send through Wi-Fi 
(IEEE 802.11) to the road diagnostic point module 
(RDPM) which is positioned in a road diagnostic point. 
RPDM routing the information about the vehicle 
conditions to the database server. The server is connected 
to the RPDM with network data transfer technology using 
global network “Internet” ( or another technology e.g. 2G, 
3G, 4G, 5G, 6G, Wi-Fi, Bluetooth, ZigBee). In the 
database store Web server all files with information for 
the vehicle conditions are accessible through Internet. 
This access will be helpful for the service staff who works 
in the area covered from relevant road “D” point (points). 
The scheme of the system is shown on the fig. 5. 
For realisation of the data sending from the ECU fault 
memory to the RPDM is necessary to adapt Wi-Fi 
sending module in the vehicle. This module can be used 
for other cases – connection between vehicles, connection 
with other tools and support points [7]. That is why the 
vehicle system ECU architecture will be as it is shown on 
fig 6. The current conditions of vehicle system will be 
stored in XML file, which file has been generated in the 
ECU fault memory. XML files are easy for reading and 
they can write in themselves more data.  
The main parts of the ECU are shown on fig. 7 and fig.8 
[6]. It is visible, in these figures, that there is a possibility 
for implementation of the idea given on fig. 5. The XML 
file will be created in the memory of the ECU. In which 
type of memory it is better to be created the XML fault 
file this is a task for the engineering staff of automobile 
manufacturers. 
Why XML file?-because XML means eXtensible Markup 
Language – it gives extensible possibilities for data 

writing, easy created and also easy managed. XML has 
tree (hierarchic) structure. 
 

 
 

Fig.5. General scheme of the proposed system 
 
 

 
 
Fig.6. General scheme of ECU with fault sending module 
 
 

 
 

Fig.7. ECU microcontroller [6] 
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Fig.8. Memories in the ECU [6] 
 

The XML model of the fault file can have the 
following structure (see on fig.9). 

 
 

Fig.9. XML structure of the needed information 
 

4. CONCLUSION 
 
In the paper author proposes an approach for web based 
vehicle diagnostics. Using internet, XML and data from 
the vehicle ECU, a fault file preparation is easy. A fault 
file is a file with current conditions of the system 
elements. The proposed idea has been applicable in the 
road assistance services and in cases of malfunction 
availability on the road in places without urbanized 
territories and not only. The idea discussed here is privy 
to the development of new way for making easier 
diagnostics and repairing of vehicle spending time and 
money regarding to save the environment and to increase 
economic impact in terms of resources - humans, energy 
and time. 
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